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soFrida.github.io



고려대학교정보보호대학원

마스터제목스타일편집

6

528



고려대학교정보보호대학원

마스터제목스타일편집

7

⚫ High : An attacker can gain the
unauthorized access to backend
data or can manipulate data.

⚫ Mid : The attacker have the
limited access to backend data.

⚫ Low : An attacker can’t directly
influence the app, but can
collect some useful information
or make an indirect service call.
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◼ June 7, 2019

◼ We had identified 2,700+ android 
apps which were potentially vulnerable.

◼ We began in-depth analysis of these 
2700+ apps, and classified 236 apps 
as “actually risky”.

◼ June 8, 2019, 09:00

◼ We sent a notification to each developer of 
the vulnerable apps.

Timeline
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◼ June 18, 2019

◼ Through the in-depth analysis, 247 apps 
were classified as actually risky. (11 apps 
added to the list of previously classified 
actually risky apps.)

◼ June 19, 2019, 10:00

◼ We reported the vulnerability details 
and the list of vulnerable Korean apps 
to KISA, NSR and FSI.

Timeline
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◼ June 21, 2019, 03:37

◼ Among the developers we contacted, 
only 3 developers contacted us again, 
so we had to take the following 
measures.

◼ We contacted to security team of 
Cloud Service Provider(CSP) such as 
AWS, and asked them to help each 
app developer take an action.

Timeline



고려대학교정보보호대학원

마스터제목스타일편집

11

◼ June 21, 2019, 16:23

◼ We had the first response from the 
security team of CSP.

◼ June 25, 2019

◼ Through the in-depth analysis, 253
apps were classified as actually risky. (6
apps added to the list of previously 
classified actually risky apps.)

Timeline
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◼ June 27, 2019 18:42

◼ CSP asked us to hold publishing the 
list of vulnerable apps.

◼ As their request, we finally decided to 
delay publishing the list until they took 
enough action.

Timeline
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Conclusion

Sensitive

Buffer Zone
(Filtering &

Immediate Response)

External Pressure
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